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TN THE CLAIMS 

Please amend claims 1,15, 30, and 45 and cancel claims 14, 29, 44, and 59 as follows: 

1 . (CURREN1LY AMENDED) A system for controlling access to digitd services 
comprising: 

(a) a concrol center configured to coordinate and provide digital services; 

(b) an uplink cenrer configured to receive the digital services from the control center and 
transmit the digital services to a satellite; 

(c) the satellite configured to: 

(i) receive the digital services from the uplink center; 

(ii) process the digital services; and 

(iii) transmit the digital services and configuration information for accessing the 
digital services to a subscriber receiver station; 

(d) me subscriber receiver station configured to; 

(i) receive the digital services and configuration information from Jie satellite; 

(ii) control access to the digital services through an integrated receiver/ decoder 

(IRD); 

(e) a conditional access module (CAM) cornmunicatively coupled to the (IRD), wherein 
the CAM is configured ro receive the configuration information, and wherein the configuration 
information has been transmitted asynchronously; and 

(f) a custom logic block within the CAM, wherein the custom logic block is configured ro 
dynamically reconfigure a hardware state machine in the CAM based on the configuration information, 
wherein the hardware state machine comprises custom logic that is used to control access to the digital 
services and wherein the hardware state machine is not direcdy accessible to a system input/ output 
module or system bus of the CAM T and wherein the custom logic block comprises a dedicated 
hardware reconfiguration and input/ output module that connects the hardware state rm chine ro a 
system bus of the CAM and controls access to logic of the hardware state machine, 

2. (ORIGINAL) llie system of claim 1 wherein the CAM comprises a smart card. 

3. (ORIGINAL) The system of claim 1 wherein the configuration information is 
encrypted. 
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4. (ORIGINAL) The system of claim 3 wherein the configuration information is 
encrypted through a key exchange protocol 

5. (ORIGINAL) The system of claim 4 wherein the key exchange protocol comprises a 
public key algorithm. 

6. (ORIGINAL) The system of claim 3 wherein the configuration information is received 
in uniquely encrypted, group encrypted packets. 

7. (ORIGINAL) The system of claim 3 wherein the custom logic block i«; further 
configured to: 

decrypt the configuration information; and 

stole the configuration information in one or more protected registers. 

8. (ORIGINAL) The system of claim 1 wherein the custom logic block h\ further 
configured to verify that the configuration information is authentic- 

9. (ORIGINAL) The system of claim 8 wherein the custom logic block L» further 
configured to retain the configuration information if the configuration information is authentic. 

10. (ORIGINAL) The system of claim 1 wherein the custom logic block ii further 
configured to receive a synchronous command to reconfigure the hardware state machine using the 
configuration information. 

11. (CANCELLED) 

12. (ORIGINAL) The system of claim 1 wherein the custom logic block comprises an 
asynchronous dynamic pre-permutation module that employs a series of one or more configurable 
multiplexors at the beginning of the hardware state machine. 
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13, (ORIGINAL) The system of claim 1 wherein the custom logic block comprises an 
asynchronous dynamic post-permutation module that employs a series of one or more configurable 
multiplexors at the end of the hardware state machine. 



14. 



(CANCELLED) 



IS. 



(CURRENTLY AMENDED) A method for providing access to digital services 



comprising: 

w 



receiving configuration information in a security component comprising a smart card, 



wherein: 



a) 

(2) 



the configuration information has been transmitted asynchronously; and 
the security component is configured to control access to the digital services; 



and 



(b) dynamically reconfiguring a hardware state machine in the security component based 
on the configuration information, wherein the hardware state machine comprises custom logic that is 
used to control access to the digital services, and wherein a component of the hardware state machine is 
not direcdy accessible to a system input/output module or system bus of the security component^an^ 
wherein the custom logic comprises a dedicated hardware recon figuration and input/output module 
that connects the hardware.state mach ine to a system bus of the CAM and controls access to logic of 
the hardware state machine. 

16. (CANCELLED) 

17. (PREVIOUSLY PRESENTED) The method of claim 15 wherein the configuration 
information is received through a broadcast stream, Internet, or callback. 

18. (ORIGINAL) The method of claim 15 wherein the configuration information is 
encrypted. 

19. (ORIGINAL) The method of claim 18 wherein the configuration information is 
encrypted through a key exchange protocol. 

20. (ORIGINAL) The method of claim 19 wherein the key exchange protocol comprises a 
public key algorithm. 
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21 . (ORIGINAL) The method of claim 18 wherein the configuration information is 
received in uniquely encrypted, group encrypted packets. 

22. (ORIGINAL) The method of claim 18 further comprising: 
decrypting the configuration information; and 

.storing the configuration information in one or more protected registers. 

23. (ORTOINAJ ♦) The merhod of claim 1 5 further comprising verifying the configuration 
in formation is authentic. 

24. (ORIGINAL) The method of claim 23 further comprising retaining the configuration 
information if the configuration information is authentic. 

25- (ORIGINAL) The method of claim 15 further comprising receiving a synchronous 
command to reconfigure the hardware state machine using the configuration information. 

26. (CANCELLED) 

27. (ORIGINAL) The method of claim 15 wherein the dynamic reconfiguration of the 
hardware state machine reconfigures a permutation that employs a series of one or more configurable 
trtLilriplL-xors ac the beginning of the hardware srate machine. 

28. (ORIGINAL) The mediod of claim 15 wherein the dynamic reconfiguration of the 
hardware state machine reconfigures a permutation that employs a scries of one or mort: configurable 
multiplexors at the end of the hardware state machine. 

29. (CANCELLED) 

30. (CUIUIENTLY AMENDED) A system for providing access co digital services 
comprising: 

(a) a conditional access module (CAM) configured to receive configuration information for 
accessing the digital services, wherein the configuration information has been transmitted 
asynchronously; and 
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(b) a custom logic block configured to dynamically reconfigure a hardware state machine in 
the CAM based on the configuration information, wherein die hardware state machine comprises 
custom logic that is used to control access to die digital services, and wherein a component of the 
hardware state machine is not direcdy accessible to a system input/ output module or system bus of the 
C AM , and wherein the custom logic block comprises a dedicated hardware reconfiguraion and 
lnput/oucput module that connects the hardware state machine to a system bus of the CAM and 
controls access to logic of the hardware state machine . 

31. (ORIGINAL) The system of claim 30 wherein the CAM comprises a *rnart card, 

.32. (PREVIOUSLY PRESENTED) The sy$tcm of claim 30 wherein the configuration 
information is received through a broadcast stream, Internet, or callback. 

33. (ORIGINAL) The system of claim 30 wherein the configuration informadon is 
encrypted. 

34. (ORIGINAL) The system of claim 33 wherein the configuration information is 
encrypted through a key exchange protocol. 

35. (ORIGINAL) The system of claim 34 wherein the key exchange protccol comprises a 
public key algorithm. 

36. (ORIGINAL) 'lire system of claim 33 wherein the configuration information is 
received in uniquely encrypted, group encrypted packets. 

37. (ORIGINAL) The system of claim 33 wherein the custom logic block is further 
configured to: 

decrypt the configuration informadon; and 

store the configuration information in one or more protected registers- 

38. (ORIGINAL) The system of claim 30 wherein the custom logic block is further 
configured to verify that the configuration information is authentic. 
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39. (ORIGINAL) The system of claim 38 wherein the custom logic block is further 
configured to retain the configuration information if the configuration information is authentic. 

40. (OK.IG IN AJ .) The system of claim 30 wherein the custom logic block is further 
configured to receive a synchronous command to reconfigure the hardware state machine using the 
configuration information. 

41. (CANCELLED) 

42. (ORIGINAL) The system of claim 30 wherein the custom logic block comprises an 
asynchronous dynamic pre-pennutation module that employs a series of one or more configurable 
multiplexors at the beginning of the hardware state machine. 

43. (ORIGINAL) The system of claim 30 wherein the custom logic block comprises an 
asynchronous dynamic posr-permuration module that employs a series of one or more configurable 
multiplexors at the end of the hardware state machine. 

44. (CANCELED) 

45. (CURRENTLY AMENDED) An article of manufacture for providing- access to digital 
services comprising: 

(a) means for receiving configuration information in a security component comprising a 
smart card, wherein: 

(1) the configuration information has been transmitted asynchronously; and 

(2) the security component is configured to control access to the digital services; 

and 

(b) means for dynamically reconfiguring a hardware stare machine in the security 
component based on the configuration information* wherein the hardware state machine comprises 
custom logic that is used to control access to the digital services, and wherein a component of the 
hardware state machine is not directly accessible to a system input/output module or system bus of the 
security componen t, and wherein the custom logic comprises a dedicated hardware recenfigurabon and 
inpur/output module that connects the hardware state machine to a system bus of the CLAM and 
controls access to logic of the hardware state machine, 
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46- (CANCELLED) 

47. (PREVIOUSLY PRESENTED) The article of manufacture of claim 4.5 wherein the 
configuration information is received through a broadcast stream, Internet, or callback. 

48. (ORIGINAL) The article of manufacture of claim 45 wherein the configuration 
information is encrypted. 

49. (ORIGINAL) The article of manufacture of claim 48 wherein the configuration 
information is encrypted through a key exchange protocol. 

50. (ORIGINAL) The article of manufacture of claim 49 wherein the key exchange 
protocol comprises a public key algorithm. 

51 . (ORIGINAL) The article of manufacture of claim 48 wherein the confguration 
information is received in uniquely encrypted, group encrypted packets. 

52. (ORIGINAL) The article of manufacture of claim 48 further comprising: 
means for decrypting the configuration information; and 

means for storing the configuration information in one or more protected registers. 

53. (ORIGINAL) The article of manufacture of claim 45 further comprising means for 
verifying the configuration information is authentic. 

54. (ORIGINAL) The article of manufaccurc of claim 53 further comprisirg means for 
reuiiriing the configuration information if the configuration informaaon is authentic- 

55. (ORIGINAL) 'llie article of manufacture of claim 45 further comprisirg means for 
receiving a synchronous command to reconfigure the hardware state machine using the configuration 
information. 

56. (CANCELLED) 
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57. (ORIGINAL) The article of manufacture of claim 45 wherein the dynamic 
reconfiguration of the hardware stare machine reconfigures a permutation that employs a series of one 
or more configurable multiplexors at the beginning of rhe hardware state machine. 

58. (ORIGINAL) The article of manufacture of claim 45 wherein the dynamic 
reconfiguration of the hardware state machine reconfigures a permutation that employs a series of one 
or more configurable multiplexors at the end of the hardware state machine- 

59. (CANCFJJ-KD) 



-9- 

PAGE 10/1 5 4 RCVD AT 10/13/2006 6:24:14 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-2/2 * DNIS:2738300 * CSID:3109640941 * DURATION (mn>ss):04-16 



